7 UBND TINH NINH BINH CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Péc lap - Tu do - Hanh phic

S6: 40 /STTTT-CNTT Ninh Binh, ngay /5 thangg7nam 2021

V/V canh bao 16 héng bao mat
trén san pham FortiWeb

Kinh gui:

Van phong: Tinh uy, HDND, UBND tinh;

Cong an tinh;

Cac S&, Ban, nganh, doan thé, t chirc thudc tinh;
UBND céc huyén, thanh phd;

Vién thong Ninh Binh; Viettel Ninh Binh; Mobifone
chi nhanh Ninh Binh.

S& Théng tin va Truyén théng nhan duge Vian ban sé 18/CATTT-NCSC
ngay 11/01/2021 cua Cuc An toan thong tin — B Thong tin va Truyén thong vé
viéc canh bao 16 hdng bao mat trén san pham FortiWeb.

Qua cong tac theo ddi, Cuc An toan thong tin ghi nhan 04 16 hong bao mat
(CVE-2020-29015, CVE-2020-29016, CVE-2020-29018, CVE-2020-29019)
trén san pham FortiWeb (théng tin chi tiét vé 16 hong theo Phu luc guri kém).

FortiWeb 1 giai phap bao mat chuyén dung toan dién ho hé thdng tng
dung web, thuong dugc sir dung trong cac hé thong thong tin cia cac co quan, t6
chtrc dé giam sat mang, hé thdng co so ha tang céng nghé thong tin. Theo danh
gia cia Cuc an toan thong tin, 16 hong nay co thé anh hudng dén nhiéu co quan,
t6 chirc ¢ Viét Nam, dic biét 13 co quan chinh phu, ngan hang, cac tap doan,
doanh nghiép va cac cong ty 1én. Nham dam bao an toan thong tin cho cac heé
théng thdng tin cta cac co quan, t6 chuc, doanh nghiép trén dia ban tinh, So
Thong tin va Truyén thong dé nghi cac don vi trién khai mot sb bién phéap bao
dam an toan, an ninh mang sau:

1. Ra soat xac minh hé thong web c6 st dung FortiWeb dé phat hién va xu
ly kip thoi céc 16 hong bao mat, dac biét 1a cac 15 hdng néu trén.

2. Cap nhat ban va hoic khiac phuc 16 hong bao mat dong thoi thuong
xuyén thyuc hién kiém tra danh gia, bao dam an toan théng tin.

3. Tang cuong theo ddi giam sat hé théng, dong thoi thuong xuyén theo doi
phdi hop vai S& Thong tin va Truyén thong dé cap nhat kip thoi cac thong tin vé
nguy co tan cong mang.



Trong qué trinh thuc hién néu can hd trg dé nghi lién hé Phong Céng nghé
théng tin S& Théng tin va Truyén théng, dién thoai: 0229.3889.247, email:
cntt.stttt@ninhbinh.gov.vn hoac Trung tdm Giadm sat an toan khéng gian mang
qudc gia (NCSC), dién thoai: 024.3209.1616, email: ais@mic.gov.vn.

Tran trong./.
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