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Phu luc
THONG TIN CHI TIET VE CAC LO HONG BAO MAT

(Kém theo Van banso  ISTTTT-CNTTngdy / /2021 cua So Thong tin va Truyén théng)

1. L§ hong bao mat CVE-2020-2015

- Mtic d6 nguy hiém: trung binh, (CVSS: 6.4)

- L& hdng ton tai trong giao dién ngudi dung cua FortiWeb, cho phép d6i
tugng tan cdng chén va thuc thi ma tir xa, tan cong qua SQL injection.

- Muc tiéu khai thac 16 hong bao mat nay cho phép dbi twong tin cong doc,
X0a, sira ddi dir liéu, chiém quyén kiém soat hé thdng tng dung.

- Anh huéng: FortiWeb phién ban (6.2.3 va 6.3.7)

- Giai phap: Nang cap 1én phién ban (6.2.4 va 6.3.8)

2. L6 hong bao mat CVE-2020-2016

- Mite d§ nguye hiém: trung binh, (CVSS: 6.4)

- L& hong cho phép ddi twong tin cdng chén va thuc thi ma tdy y, 1am tran
bo dém.

- Truy cap tai: https://support.fortinet.com

3. L6 hong bao mat CVE-2020-2018

- Mtrc d: trung binh, (CVSS: 5.3)

- L3 hong cho phép ddi twong tan cong chén va thuc thi ma tiy y, danh cap

thongtin dir liéu nhay cam.
- Anh hudng: phién ban < 6.3.5
- Giai phap: nang cap lén phién ban > 6.3.6
Truy cap tai: https://support.fortinet.com
4. L& hong bao mat CVE-2020-2019
- Mtrc d6: trung binh (CVSS:6.4)
- L& héng trong FortiWeb cho phép d6i tuong tan cong chén va thyc thi ma

tur xa,lam tran bo dém.
- Anh hudng: phién ban <6.4.7 va <6.2.3
- Giai phap: nang cap lén phién ban > 6.3.8 va >6.2.4
Truy cap tai: https://support.fortinet.com



https://support.fortinet.com/
https://support.fortinet.com/
https://support.fortinet.com/

		2021-01-21T08:48:21+0700




