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S0:2535 /ISNN-VP Ninh Binh, ngay 06 thang 11 nam 2020
VIV trién khai ra quét, khac phuc
nguy co tan cong mang vao cac co quan,
to chtrc qua 10 hong trong VMware vCenter

Kinh gtri: Cac don vi truc thudc So

S Néng nghiép va Phat trién noéng thén nhidn duoc Vin ban sb
1468/STTTT-CNTT ngay 23/10/2020 ctia S¢ Thong tin va Truyén thong vé viéc
trién khai ra quét, khac phuc nguy co tin céng mang vao cac co quan, to chirc
qua 16 hong trong VMware vCenter.

Nham dam bao an toan thdng tin cho hé thdng thong tin cia cac don vi
true thudc SO, S Nong nghiép va Phat trién nong thén yéu cau cac don vi trién
khai thue hién mot s6 néi dung sau:

1. Ra soat, x4c minh hé théng thong tin c6 kha ning bi anh hudng boi 16
hong trén va c6 phuong an xu 1y, khic phuc 16 hong. Cap nhét, nang cip 1én
phién ban VMware vCenter 6.5ul méi nhat (Hudng dan cdp nhdt chi tiét tai Phu
luc gui kem).

2. Tang cudng giam sat va sin sang phuong an xir 1y khi phat hién c6 dau
hiéu bi khai thac, tan cong mang.

Trong qua trinh thuc hién néu can hd tro dé nghi lién hé: Ong Quéach
Hoang Thach, Quan tri mang - Van phong S¢&, dién thoai: 0915.386.012.

S& Nong nghiép va Phat trién nong thon yéu cau cac don vi nghiém tic
thuc hién cac ndi dung trén./. "
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Phu luc
HUONG DAN CHI TIET VA LO HONG BAO MAT

(Kém theo Van ban so ISNN-VP ngay / /2020 ciia So Nong nghiép va PTNT)

L3 hong ton tai trong phién ban Vmware 6.5.0a-f. Tuy nhién qua céng
tacrasoat ciia Trung tim Gidm sat an toan khong gian mang quéc gia, 16 hong
nayanh hudéng dén ca phién ban tir 6.0.0 dén 6.5.0 va c6 thé anh hudng ca dén
cacphién ban cii hon. Vi vaydé tranh nguy co bi khai thac, S& Thong tin va
Truyén thong khuyénnghi cac quan tri vién cdpnhat hé thdng 1én phién ban
Vmware vCenter méi nhat. Thue hién va 18 héng bao mat nay theo céac cach sau:

Céch 1: Nang cdp 1én phién ban Vmware vCenter mé&i nhat. Thuc hién
theohudng dan cua nha phat trién tai:
https://my.vmware.com/group/vmware/patch.

Cach 2: Cap nhat cac ban va bao mat da biét. Mdi ban vé s& co cach cap
nhat vasu tuong thich khac nhau, can thuc hién theo huéng dan cta nha phat
trién.

- Vmware phan phdi cac ban va c6 sin ¢ 2 dang: md hinh dua trén 1SO

va moéhinh va dua trén URL.

+ Ban va dang hinh anh 1SO c6 thé tai tai dia chi:

https://my.vmware.com/group/vmware/patch

+ Quan tri vién cling c6 thé tai cac ban va dang ZIP tai dia chi:

https://my.vmware.com/web/vmware/downloads va xay duyng 1 kho luu trir
tuychinh trén may chu web cuc by, tén tép tai xuéng la vMware-vCenter-

ServerAppliance-product version — build number -updaterepo.zip

- Dudi day la chi tiét cac budc cap nhat cho phién ban Vmware vCenter
6.5ul:

B1: Truy cp vao trang web nha phat trién va tai tép
VMware-vCenter-Server-Appliance-6.5.0.12000-7116595-patch-FP.iso
B2: Pua ban v da tai xudng vao hé thong cai dit cau hinh vCenter Server
B3: Bam dap vao 1ISO_mount_directory / autorun.exe

B4: Nhép vao Patch All.


https://my.vmware.com/group/vmware/patch
https://my.vmware.com/group/vmware/patch

vmware* vCenter Server” - Java Components Update

vCenter Java Components

JRE 1.8.0_131 patch for vCenter Server 6.5. For more information, see http:/kb.vmware.com/kb/2150220

Patch Details

Patch All |

Explore Media

Thong tin tham khao thém tai:https://kb.vmware.com/s/article/2150220

Qéch 3: Trong trudng hop chua }héqnﬁng cap kip thoi can thuc hién bién
phap déngan chan tan cong khai thac 10 hong trén bang cach st dung hé thong
tuong Itra.



https://kb.vmware.com/s/article/2150220
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