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$6:179 /SNN-VP Ninh Binh, ngay 26 thang 01 ngm 2022

Vv tang cuong cong tac dam bao
an toan thong tin mang trong thoi gian
Tét Nguyén dan Nham Dan nam 2022

Kinh gtri: Cac don vi HCSN thudc So

S Néng nghiép va Phat trién néng thon nhan duoc Vin ban sb
61/STTTT-CNBCVT ngay 18/01/2022 cua S& Thong tin va truyén thong vé
viéc ting cudng cong tic dam bao an toan thong tin mang trong thoi gian Tét
Nguyén dan Nham Dan nim 2022.

Véi nhimg dién bién phuc tap cua dai dich Covid-19 khién nhu cau lam
viéc, hoat dong trén mang ngay cang gia ting, dan dén nguy co tin céng mang
ngay cang 1n, v6i quy mé phtc tap va kho luong. Pic biét trong dip nghi 18 Tét
Nguyén dan Nham Dan 2022, cac tin tac, d6i tuong xau loi dung su lo la dé tan
cong, phat tan théng tin xdu doc. Nham ting cuong bao dam an toan thong tin
mang trong dip Tét Nguyén dan va tao tién dé thuc ddy manh mé chuyén doi sb
trong ndm 2022, S& Nong nghi¢p va PTNT yéu cu cac don vi truc thudc Sé
trién khai thuc hién mét sé nhiém vu trong tam sau:

1. Trién khai ra soat, kip thoi xtr 1y va c6 cac giai phap khic phuc triét dé
cac 16 hong an toan thong tin mang da dugc S& Nong nghiép va PTNT thdng
b&o nhu ra soat, xir 1y 16 hong ton tai trong Apache Log4j, 16 hong Log4Shell, 15
hong bao mat CVE-2021-41024 trong FortiOS va FortiProxy, 16 hong bao mat
anh hudng cao va nghiém trong trong cac san pham Microsoft céng bd thang
01/2022 (Cong van sb 3224/SNN-VP ngay 27/12/2021; Cong van sd 3258/SNN-
VP ngay 29/12/2021; Céng vin s6 119/SNN-VP ngay 19/01/2022).

2. Tang cuong, nang cao nang luc bdo dam an toan thong tin mang theo
md hinh 04 16p, dic biét bd sung ning luc cho cac hé théng thong tin quan
trong, nhay cam trong tam la:

- Phan cong luc lugng tai chd trién khai truc giam sat, hd trg, tmg ciru va
khéc phuc su ¢ an toan thong tin mang 24/7.

- Chui dong kiém tra, danh gia cac 16 hong, diém yéu trén cac hé thong
thong tin thuéc pham vi quan 1y; kip thoi cap nhét cac ban va, cdu hinh ting
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cuong bao mat cho hé thong va trién khai cac giai phap phong ngira dé tranh bi
loi dung, khai thac dé tin cong

Trong qué trinh thuc hién néu don vi can hd trg dé nghi lién hé dau mbi
phéi hop huéng dan: Ong Pinh Thanh Tung, Quan tri mang - Vin phong S&, s6
dién thoai: 0942.525.665, email: tungdt.snn@ninhbinh.gov.vn.

S& Noéng nghiép va PTNT yéu cau cac don vi nghiém tuc trién khai thuc
hién; bao cdo két qua vé S& trude 14h ngay 07/02/2022 dé So tong hop béo cao
UBND tinh, S¢ Théng tin va Truyén thong theo quy dinh./..
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